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. Purpose

II.

II1.

This policy reflects HBH’s commitment to identify, detect and respond to possible identity
theft for the purpose of protecting consumers, HBH, and its employees.

Policy

Hiawatha Behavioral Health will take all necessary steps to safeguard protected health or
identity information.

Procedure

A.

In accordance with the Health Insurance Portability and Accountability Act (HIPAA)
Security Rule, appropriate physical, administrative and technical safeguards will be in
place to reasonably safeguard protected health information and sensitive information
related to patient identity from any intentional or unintentional use or disclosure.

. In accordance with the Federal Trade Commission (FTC) Identity Theft Rules,

appropriate policies and procedures will be in place to reasonably identify, detect, and
respond to possible identity theft in consumer accounts through HBH’s Identity Theft
Prevention Program.

In accordance with the Health Information Technology for Economic and Clinical
Health (HITECH) Act, business associates must be contractually bound to protect
sensitive patient information as set forth in this policy and the Business Associate
Agreement policy.

In accordance with the Social Security Number Privacy Act, and other applicable
laws, administrative and technical safeguards will be in place to reasonably safeguard
protected employee information, including but not limited to social security numbers.
HBH shall develop, implement and regularly review a formal, documented program
for providing appropriate training on the policies and guidelines governing identity
theft prevention, detection, and compliance with applicable laws. All new HBH
employees must receive identity theft prevention training within ninety (90) days
after being hired. Appropriate training will also be incorporated into the annual
employee training program.
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IV.

Definitions

A. Identity Theft: A fraud committed or attempted using the identifying information of
another person without authority.

B. Identifying Information: Any name or number that may be used alone or in
conjunction with any other information to identify a specific person.

Page 2 of 2



	Administrative Policy

